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The project aims to align the Security-Focused Risk Management course with the CRISC: Certified
in Risk and Information Systems Control professional certification offered by ISACA, strengthening
the connection between academic knowledge and professional requirements in cybersecurity risk

management.
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The project focuses on enhancing the practical dimension of the course by linking course topics to
CRISC domains and designing interactive scenario-based activities and case studies. These activities
include security incident analysis, Risk Register development, security control identification, risk
assessment, and practice questions that simulate the style of professional certification exams.

The project also includes a field visit to an organization related to risk management, where students
analyse real-world practices, prepare an analytical report, and deliver a final presentation to discuss
their findings and recommendations. In addition, an expert session is included to expose students
to professional cybersecurity experience and connect course concepts with real-world challenges.
Furthermore, the project integrates generative Al tools into case study analysis by training students
to critically evaluate Al-generated outputs in terms of accuracy, reliability, and quality of
recommendations, and then prepare an improved version that reflects their understanding of the
scientific concepts.

Overall, the project contributes to developing students’ analytical thinking, critical evaluation,
decision-making, and ability to connect theoretical concepts with professional practice. It also
supports their readiness to meet industry needs and professional certification requirements, in

alignment with digital transformation goals and Saudi Vision 2030.
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